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NHS 24 - - CORPORATE RISK REGISTER (Correct as at 05/10/2022)

BOARD MEETING - 20 OCTOBER 2022

Case Ref Receipt Date Primary Secondary Description Significant Impact Executive Risk Strategy Mitigating Action Prev  Current Target Target Date
Governance Governance Owner Type Score Score Score
Committee (AxB) (AxB) (AxB)
1 |RPND/ |08/04/2020 Staff Clinical There is a risk that if NHS 24 experiences low levels of staff Prolonged waits to access services resulting in poor patient | Director of Reduce |Mitigating Actions - Ongoing 16 18 8 31/03/2023
038259 Governance over ap ged period of time, this will negatively impact i and i d. 'Workforce ion of P Plan (regular updates being monitored by Staff Govemance Committee). Action plan is being reviewed and updated for 2022/23. Key actions: (4x4)
[Committee Committee its ability to deliver clinical services and develop new and improved 1. Undertake Workplace Adjustment Policy Workshops and integl within the P from 2023 (Ongoing - Jan 2023)
ways of working. Impacts negatively on staff morale, retention and wellbeing. 2. Phase 2 of Shift Review would align managers with teams to provide a more supportive and team working environment (Ongoing - 21 March 2023)
3. ing will i and underway for an addition 1 x WTE at Dundee Centre by March 2023 (Ongoing - 31 March 2023).
Ongoing Controls
1. COVID Special Leave ended August 2022. We will continue to be proacﬁve due to more relaxed IPC Controls (Ongoing Control).
Formal Meeti to support line in of their staff, si i to staff of the importance to attend work (Ongoing Control).
3 Health & Wellbeing initiatives for staff to support by providing positive working environment, occupational health services and one to one support (Ongoing control).
Mitigating Achons Complete “
1. Health & g y and Fi rk in place. (C - Plan under review for 2022/23
2. Improved sickness absenoe reporting suite with imp d access for (C:
3. Attendance at training and/or completion of eLearning modi by is i and a fortnighuy report is ished to show i and prog (C Further plan of support and
learning to be put in place for line s, ly being ped with ing Team M.
4. Levelling sessions now in place and running on a regular basis to ensure auditing short and long term sockness absence bringing lessons learnt into raining/ i (C
5. Wellbeing Team Managers in place to drive progress in relation to improvement plan and ensure a positive and pp to (C ). Review of role and
of role on being ped.
6. D of W Adj Policy in ip with i Disability Forum (Complete)
7. Wellbeing Managers are taking a p i P to new i i d which will imi ilability. (Ongoing - March 22) COMPLETE
8. All Directors and Managers to have targets as an objective within their A isal (C
9 Manager Dashboards to be rolled out from July to ensure accountablhty (Compleﬁe)
10. Audit to be undertaken by Internal Audit of F lete - 31 March 2022) - Audit now complete and recommendations and actions shared with Audit Committee, EMT
& SMT.
2 |RPND/ |24/03/2022 Planning & Staff There is a risk that when the| NHS 24 will lose all support from| in relation to incident |Chief Information Reduce Target completion April 2022 COMPLETE 16 16 1 31/03/2023
043087 Per goes out of support| resolution, troubleshooting Officer 3 as this| arget completion June 2022 COMPLETE (4x4)
[Committee Committee 3. Looking at potential short term service wrap - Target completion May 2022 COMPLETE
4. Full procurement exercise will be carried out in relation to either extension or replace - (| i p and ) SAS p tender y - Target ion March 23
jules and manage i H
Completion of these will reduce likeli and by 3- Risk 1
3 IRF'NDI 24/06/2019 'Flanning & Clinical There is a risk that the technology components supporting NHS 24's Chief i '-Reduce ion of the Connect programme will address the key technology risks facing the organisation as well introducing new digital capability to transform how we work as an organisation as follows: 16 16 4 31/010/2022
036117 Per front line application will become more prone to failure and parts to Officer Phase 1b: RO: Operations (4x4)

[Committee Committee repair, upgrade or patch will become more difficult to resource|

7 WANLAN oot -~ =<

RO: Change Delivery

Significant negative impact on public, partner and staff 8) Desktop roll-o Key milestone end January 2022 COMPLETE
relations. 9 by April 2022. COMPLETE
1 op rol - Key milestone Ma COMPLETE RO Architecture

15)| rollout Target March 2022 COMPLETE

18) Key milestone September 2022 F “
Completion iese will reduce C&L by score of 1 - Target

Phase 1c: RO: Change Delivery

11 oot < 2022 0 e o ey in Cannect Prcgramme rbased o

RO: Operations / Change Delivery 12) September 20!
RO: Clinical Systems Development 10) to new Dal ntre by February 2022 COMPLETE 13)
mpletion of these will reduce C&L by 1- Target C1L1

4 |RPND/ |20/00/2021 rPlanning & Audit & Risk Any incidents relating to| could face prolonged delays |Chief Infc i E" inate (RO: Op i 12 12 1 31/12/2022
042278 Performance  |Committee Officer 1. Engage with BT for a support model process for initial period of 12months until we have agreed future state_ (4x3)
(Committee
specification completed and awaiting evaluation - Target completion March 2022 - COMPLETE (HR are now carrying out
the Job Evalualwn) (C) COMPLETE
RO: Operations / CIO
CIO currently drafting Job D iption for T i - COMPLETE “
condary Role Resilience within Operations Team can support and identify appropriate training
arget completion: Decem!
Completion of these will reduce Cby 3& Lby 2
5 |RPND/ |28/03/2022 Planning & Staff There is a risk when the staffing requirement is known (following NHS 24 do not have the budget to employ the full Director of Service |Reduce |D and App! of Outline i Case/Options Paper (August 2022 Complete) 16 12 4 30/12/2022
044024 Per ing of phase 2 of the shift review), there will be a gap between the |requirement of staff Benefits of shift review not utilised. Delivery Phased i ion plan of pr option in place (August 2022) (4x3)
[Committee Committee current workforce and the actual number required and that gap will be Clari ion from G on ing frontline all ion (Ongoing - October 2022)
unaffordable. Early engagement with finance team (Ongoing Control) l
5] IRPNI:)/ 24/10/2019 'Flanning & Clinical There is a risk that the NHS 24 wol.id not be able to sustain a safe and.l?’u(enhal delay in patient care due increased waiting times at |Director of Service '-Rednce Mitigating Actions - Ongoing 12 12 4 31/03/2023
037063 Per to p on peak periods. Impad on performance targets Additional Delivery Recruitment plan for both clinical and non-clinical roles in place to meet developing organisational and clinical superwsion needs. (Ongolng) (4x3)
[Committee Committee services due to current system and ing capacity limitati p on staff. Review of operational model and ways of working for dentistry and Pharmacy Services including a review of IVR and approp: ing to NF (Ongoing)

Test of Change to review and improve clinical talk times (Ongoing)

Ongoing Controls

of the Corp: ion fra rk that outlines triggers and actions required to support a i P . This is sup and i through and control
arrangements within IMT and i ion Group when iate (Ongoing control) SMT work to review NHS 24 priorities and quired to provide a i plan to support Service
Delivery during the winter period (Ongoing)
Close liaison (weekly) with Scottish and key through safe space meetings, sponsor meetings, RUC and COVID pathway meetings to discuss current performance, horizon scanning “
and opportunities for improvement. (Ongoing Control)

Overview by NHS 24 IMT/SMT to ensure cross di pp to provide isatis support. (Ongoing Control)
Increased utilisation of remote clinical supervision and remote management (Ongoing Control) Weekly recruitment and training overview meetings to monitor and manage process (Ongoing Control)

Mitigating Actions Complete

Estate Strategy that meets i i through ion of sites in the West and East of Scotland (Complete).
24/7 Technical on-call support to ensure any sysﬁem issues are resolved quickly (Complete).

Developed Management Team to support expanding workforce and services (Complete)

Corporate escalation process to support fmnthne services, in line with ongoing review of isati priorities and i (C:
Technical assurance on system stability, il and p ce (C
Planning and ication for COP 26 (C
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7 |RPND/ [08/01/2020 Planning & Audit & Risk  |There is a risk that malware is introducecijJJJJJJJ] to the NHS 24 Chief Information  |Reduce 12 12 31/10/2022
037567 Performance |Committee estats Officer (4x3)
(Committee
|8 |RPND/ |07/01/2020 |Planning & |Audit & Risk Chief Information _|Retain _ 12 12 31/10/2022
037580 Performance  |Committee Officer (4x3)
(Committee
9 |RPND/ |21/06/2022 Clinical Planning & There is a risk that public Sector, in NHS, i action |Di on the scale of industrial action this may cause Director of Reduce |Establishment of Industrial Action Short Life Working Group (Complete) 12 12 31/10/2022
044632 Governance Performance may disrupt the provision of services. disruption to frontline and corporate services. 'Workforce Ei with senior to start p ions (Ongoing). (4x3)
[Committee Committee Engage \Mth SG EPRR unit to a set of i SSL (Ongoing)
action policies and guid, Review impact based on previous experience (Ongoing) “
Determine impact in terms of TU membership within NHS24 (Ongomg)
10 |[RPND/ _|04/07/2021 Staff Clinical There is a risk that the benefits of the initial phase of the shift review |Challenging per and which Director of Service '-Reduce Mitigating actions and controls - Ongoing 16 12 31/12/2022
041506 Governance Governance are not fully realised w«thout the suwessful deployment of the next negatively impacts ability to provide a sustainable service. Delivery Engagement Sessions with staff are eurrenﬂy ongoing (Ongoing in line with Communications Strategy) (4x3)
[Committee Committee phase (manag Robust modelling in place to its, focusing on operational and managerial roles. (Ongoing Control)
Limits ability of NHS 24 to deliver desired outcomes from Project documentation developed for Stages 1 ) and 2 (Dentists/ ists) including PID (Development Ongoing — target date for Stage 1 31 July 2022, target date for Stage 2 tbc)
strategic delivery plan.
Mitigating Actions Complete
Increased cultural issues associated with lack of teaming Staff Er I Ci i S y in place (C ).
approach on front-line. Re-establishment of Shift Review Working Group with approp i (C lete — meeting weekly) l
Establish a Shift Review Governance Group (Oomplete meetmg fonnlghtly)
Robust review and of ion data to ensure full under ding of ional reg (C
Shift Review Survey (Complete) External Focus Groups (Complete)
[11 |RPND/_|07/01/2020 'T’lanning & Audit & Risk There is a risk that malware is introduced from the Internet to the NHS |F ibility of si cyber incident resulting in reduced Chief Information |Reduce 12 12 31/10/2022
037586 Performance  |Committee 24 estate via web browsing or email activities from any desktop, ability to deliver 111 services and/or integrity and loss of Officer (4x3)
[Committee laptop or server asset confidentiality of sensitive data
12 |[RPND/ | 16/08/2021 'ﬁanning & Audit & Risk This is a risk that key milestones for Change Portfolio Board endorsed |Organisational priorities are not delivered on time. Director of |Reduce Mitigating Actions Ongoing 12 12 31/03/2023
041923 Per Ci i proj and p will not be deli due capacity and Transformation, Developmenl of NHS 24 Strategy and Annual Dehvery Plan will ldenhfy key areas for and p ial de ds on future PMO resource (Ongoing - tbc) (3x4)
[Committee recruitment issues within the PMO and at key points across the Impacts ability to adapt to current and new work and changing| Strategy, Planning & t of project to fill current is y (on-going)
organisation priorities. Performance Training and development of existing team ongoing to internally grow suitable project resource (on-going)
New programme manager post in place to provide additional management support to the team. Tender exercise underway to appoint appropriate external to provide indep check and
Benefits are not obtained as planned or anticipated. challenge, expertise and experience to undertake phase 2 of the Connect programme.
Key dependencies are missed or not fully understood. Ongoing Controls
Appropriate project control documentation developed as appropriate p ing clear deper and plans (Ongoing)
Portfolio level view of dependencies developed and discussed on a weekly basis with issues to EMT where required (weekly - ongoing).
of project / prog through PMO with appropriate escalation to SROs where needed ensures resources are prioritised as required (Ongoing control) Fortnightly PMO
ensures \cies across the Portfolio are identified and managed (Ongoing control)
Weekly Cross Programme Dependency meeting in place to manage and monitor Estates & Connect dependencies (Ongoing control)
Agreed governance structure from project to programme board to portfolio board supporting project teams and SROs address resource or skills gaps (Ongoing control)
Programme Highlight Reports reviewed regularly by Head of PMO and Director and then reviewed quarterly by EMT (Ongoing control). “
Mmgatmg Actions Complete
th check ur to identify support to deliver the Connect Programme, |nclud1ng full consideration been given to all possible recruitment avenues to secure
sufficient resource to deliver as planned, includi agency and y and full time post reg; ts. (C: Tender ise ur 1o identify appropri.
to fill resou ills gaps i i (Ci
Additional resources |denhﬁed to support lhe Connect prog! from ing IT C ing C to ease the p on PMO and provide sufficient capacity for project documentation particularly
pe to be i and appropr action taken (Complete - in place since December 21).
Temp y Estates Prog ager post i and in post to provide additional support (Complete)
13 [RPND/ |11/01/2022 Planning &  |Audit & Risk Chief Information | Reduce 12 |12 31/01/2023
043204 Performance  |Committee re is a nsi Officer (4x3)
(Committee
14 |RPND/ (24/06/2022 Planning & Audit & Risk There is a risk that websites we link from our digital products/services |Website visitors may be exposed to misinformation or cyber |Chief Information |Eliminate [RO: Change Delivery We will include a QA automation requiremen 5 10 31/12/2022
044664 Performance  |Committee may not be credible, secure or resilient threats by clicking through to websites which appear to be Officer we will request a report mm (2x5)
[Committee quality assured (linked to from an NHS product/service). The
organisation may be at risk of negative publicity/sentiment if
citizens are impacted by referral to websites which aren't
quality controlled.
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