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Medical Director
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Head of Risk Management and Resilience

Action Required

The paper is provided for review, discussion and
assurance.

Key Points for this
Commiittee to consider

It was previously agreed that each of the Board
Governance Committee would undertake a review of
all risks within its remit on an annual basis. The Board
is, therefore, presented with all corporate risks
following review by each of the Committees. This
excludes project and programme risks unless
escalated.

Since last presented to the Board, key changes to
corporate risks are as follows:

The overall risk profile has marginally reduced
2 new risks have been identified

6 risks have been closed

5 risks have reduced

5 risks have increased

Date presented to EMT and
relevant Committee

Before presentation to the Board all risks have been
reviewed and updated at a directorate level and
considered by the following groups:

07/07/22: EMT Risk & Opportunities Group
28/07/22: Staff Governance Committee
04/08/22: Planning & Performance Committee
08/08/22: Clinical Governance Committee
09/08/22: EMT Business Meeting

11/08/22: Audit & Risk Committee

Strategic alignment and
link to overarching NHS
Scotland priorities and
strategies

This paper provides assurance to the Committee and
Board and that there is an effective risk management
process in place to support delivery of the NHS 24
contribution to our Annual Delivery Plan and Strategic
Intent.

Key Risks

The key risks are outlined in this paper.

Financial Implications

There are no direct financial implications associated
with this report. Any financial implications will be
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highlighted within the risk register attached.

Equality and Diversity There are no direct equality and diversity (E&D)

implications associated with this report.
The Participation and Equalities manager actively
participates in risk management process.

1.1

2.1

2.2

2.3

24

2.5

RECOMMENDATION

The Board is asked to review the risks presented, provide feedback and take
assurance from the risk management processes in place.

RISK MANAGEMENT UPDATE

The attached Risk Register provides an update on all corporate risks as at 2
August 2022.

There are 44 corporate risks in total (22 scoring 10 and above and 22 scoring
below 10).

At the last Board meeting (16 June), there were 48 corporate risks. Since
then, the overall risk profile has reduced slightly, mainly due to progress in
relation to the mitigation of several key ICT risks. 6 risks have been closed, 5
risk has reduced, 5 have increased and 2 new risks have been identified.
Further detail provided in Section 3 of this Report.

It had been agreed that each of the Board Committees would be presented
annually with a risk register which contained all risks within their remit to
provide complete overview of all risks. These were presented to the
Committee as set out above

Target dates for a number of key ICT risks have been updated to re-align them
with the updated delivery plan for Connect 1c. In particular risk
RPND/036117 has increased in score from 9 to 16.
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3. RISK SUMMARY

3.1 The risk profile (figure 1) provided in the form of a heat map below highlights
the current position of all planning and performance risks.

Figure 1. Risk Profile

Likelihood
Rare | Unlikely | Possible | Likely | AMO> | Total £/°V_
Score 1 2 3 4 5
Extreme 5 0 1)
Major 4 28 (27)
g- Moderate 3 1 (15
- Minor 2 5 5
Negligible 1 0
Total m
Prev Score (12) (25) (11) 0) (48)

Figure 2. Target Date

Target Dates
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3.2  Figure 2 risk target dates outlines that the current risk profile will reduce in the
next few months. This is largely related to the timelines associated with
technology and Connect Programme.
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Target dates for a number of ICT risks have recently been updated to re-align

them with the updated delivery plan for Connect 1c. | NG
|

There are currently 1 risk where the target dates have passed, RPND/041263.
This risk is proposed for closure and is waiting final approval through the usual
governance channels.

Figure 3. Areas of Risk

Risk Categories

® Technology = Finance Workforce Operational = Clinical

Figure 3 mirrors the target dates graph with a significant portion of risks
related to technology and information.

Reduced Risks
Since previously reported, 5 risk has reduced in score as follows:

RPND/037063: There is a risk that the NHS 24 would not be able to sustain a
safe and effective response to significant additional pressure/demand on
services due to current system and resourcing capacity limitations. This risk
score was reduced following a short period of stability and the ongoing
controls in place. However, due to the increased sickness absence and
growing pressures on the service, this risk is being closely monitored.

RPND/041489: There is a risk to the availability and integrity of the digital
services provided by NHS 24 such as NHSInform, Care Information Scotland

Breathini Siace etc. This risk reduced -

RPND/043863: There is a risk that, following the decommissioning of the covid
pathway, primary care is unable to meet the needs of the public which
increases call demand to NHS 24's 111 service in the out of hours period. As
above, this risk score was reduced following a short period of stability and the
ongoing controls in place but is being closely monitored.
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BOARD MEETING - 18 AUGUST 2022

Case Ref Receipt Date

Primary
Governance
Committee

Secondary
Governance
Committee

Description

NHS 24 -

Significant Impact

Executive

Risk Owner

Type

Strategy

- CORPORATE RISK REGISTER (Correct as at 02/08/2022)

Mitigating Action

Prev

Current
Score Score
(CxL)

Target Date

(CxL)
1 RPND/ 24/06/2019 |Planning & Clinical There is a risk that the technology components Increases potential system downtime impacting on the |Chief Reduce Implementation of the Connect programme will address the key technology risks facing the organisation as well introducing new digital capability to transform |9
036117 Performance Governance |supporting NHS 24's front line application will delivery of NHS 24's front line services. Information how we work as an organisation as follows:
Committee Committee become more prone to failure and parts to repair, Officer
upgrade or patch will become more difficult to Phase 1b: RO: Operations
resource) 7) WAN/LAN updates_ COMPLETE _
relations.
Increased costs associated with Connect programme RO: Change Delivery
delivery and extending support for older infrastructure 8) Desktop roll-out Key milestone end January 2022 COMPLETE
and software. 9) 0 software as a service by October 2022.
Potential impact on implementing service changes as 1 aptop rollout - Key milestone March 2022 COMPLETE RO Architecture To! arget March 2022 COMPLETE
a result of an extended change freeze on existing 16)m June 2022 Completion of these will reduce by score of 1 - Target C2 L2 Phase 1¢: RO: Change Delivery
apps/infrastructure. 11) Greater resilience through 2 active data centres with zero or very limited downtime for change —|
, Bring forward other areas of the programme, e.g. non-
ate IS not exten as a result of the clinical stack workstream delays.
other non-clinical apps including- to be completed in next release cycle.
RO: Operations / Change Delivery
12) Implementation of new infrastructure
RO: Clinical Systems Development 10), to new
Data Centre by February 2022 COMPL
running until March 2022 COMPLETE Completion o
2 RPND/ 29/03/2022 |Planning & Staff There is a risk when the staffing requirement is NHS 24 do not have the budget to employ the full Director of |Reduce Mitigations Ongoing 12 31/08/2022
044024 Performance Governance |known (following scoping of phase 2 of the shift requirement of staff. Service Development and Approval of Outline Business Case/Options Paper (Ongoing - August 2022) Phased implementation plan of preferred option in place (4x4)
Committee Committee review), there will be a gap between the current Delivery (Ongoing) - August 2022
workforce and the actual number required and that |Benefits of shift review not utilised. Clarification from Scotland Government on recurring frontline allocation (Ongoing - August 2022)
gap will be unaffordable.
Ongoing Controls
Early engagement with finance team (Ongoing Control)
3 RPND/ 24/03/2022 |Planning & Staff There is a risk that when the| NHS 24 will lose all support from inrelationto  |Chief Reduce This will be discussed and actions agreed at the May DTAG Meeting. 16 16 31/03/2023
043987 Performance Governance 0es out 0 supportl incident resolution, troubleshooting| Information Target completion April 2022 COMPLETE (4x4)
Committee Committee Is could result in |Officer 3 as this| arget completion June 2022 COMPLETE
3. Looking at potential short term service wrap - Target completion May 2022 COMPLETE
4. Full procurement exercise will be carried out in relation to either extension or replace - Target completion July 22
manage resource would be severely impacted.
Completion of these will reduce likelihood and consequence by 3- Risk becomes 1
4 RPND/ 02/12/2021  |Planning & Audit & Risk | There is a risk that due to the high degree of NHS 24 will not be able to deliver on all its strategic  |Director of |Reduce Mitigating Actions - Ongoing 12 16 31/08/2022
042971 Performance Committee financial uncertainty at a national level, NHS 24 do |objectives. Strategic planning will be negatively Finance 1. Submission of financial plans to Scottish Government (Complete), supported with ongoing dialogue to confirm NHS 24 and Scottish Government's (4x4)
Committee not receive the 2022/23 funding settlement (or impacted or delayed. agreement on planning assumptions (Ongoing)
funding decisions delayed into the new financial 2. Confirmation of breakdown of NHS 24's allocation (Ongoing)
year) required to deliver on its strategic objectives.
Mitigating Actions - Complete
1. Secured partial recurrent funding in place for mental health (Complete)
Ongoing Controls
1. SPRA process in place to enable prioritisation for use of funding to ensure balanced budget (Ongoing Control)
2. RMP4 and SPRA as a vehicle for getting commitment for funding of strategic priorities (Ongoing Control)
3. Continued engagement and representation at the appropriate forums to influence/inform decision making in relation to urgent care, mental health, health and
social care priorities etc are (Ongoing Control)
4. Continued monitoring of performance and governance processes in place to evaluate and enable quick decisions if the funding landscape changes
(Ongoing Control)
5 RPND/ 04/07/2021 |Staff Clinical There is a risk that the benefits of the initial phase |Challenging performance and workforce planning Director of |Reduce Mitigating actions and controls - Ongoing 12 16 31/12/2022
041506 Governance Governance |of the shift review are not fully realised without the |which negatively impacts ability to provide a Service Engagement Sessions with staff are currently ongoing (Ongoing in line with Communications Strategy) (4x4)
Committee Committee successful deployment of the next phase sustainable service. Limits ability of NHS 24 to deliver|Delivery Robust modelling in place to establish requirements, focusing on operational and managerial roles. (Ongoing Control)
(managers/dentists/pharmacists). desired outcomes from strategic delivery plan. Project documentation developed for Stages 1(Managers) and 2 (Dentists/Pharmacists) including PID (Development Ongoing — target date for Stage 1 31 July
Increased cultural issues associated with lack of 2022, target date for Stage 2 tbc)
teaming approach on front-line.
Mitigating Actions Complete
Staff Engagement / Communications Strategy in place (Complete).
Re-establishment of Shift Review Working Group with appropriate representation. (Complete — meeting weekly)
Establish a Shift Review Governance Group (Complete — meeting fortnightly)
Robust review and assessment of performance/Management Information data to ensure full understanding of organisational requirements (Complete).
Shift Review Survey (Complete)
External Focus Groups (Complete)
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